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AS CYBERCRIME INCREASES EXPONENTIALLY, ORGANISATIONS
ARE FINDING IT INCREASINGLY DIFFICULT TO EFFECTIVELY
KEEP CYBER CRIMINALS OUT.
New software vulnerabilities
are found daily, web application
attacks leave websites vulnerable
and viruses become increasingly
silent and stealthy.
Often, the simplest things such as
weak passwords and uneducated
staff can be the cause of an entire
company infrastructure being
compromised. Telspace Systems’
main aim is to make your
company or organisation as
unattractive to cybercriminals

as possible and keeping your
sensitive financial and client
data safe.
This is done in a variety of
ways including:
•
•
•
•
•
•

Attack and Penetration Testing
Web Application Assessments
Vulnerability Assessments
Advisory Services
Cross Skilling IT Teams
Continuous Red Team
Assessments

WHAT WE DO
Telspace Systems provides top level IT security solutions in various sectors locally and
internationally. Telspace Systems has, and always will, focus on vendor-independent
reporting. We pride ourselves for being recognised as experts in our field both nationally
and internationally. Our client database is broad and includes companies in many
different industries.
A few of the organisations and companies that we have serviced include:

OUR CLIENT DATABASE IS BROAD AND INCLUDES
COMPANIES IN MANY DIFFERENT INDUSTRIES.

OUR AIM
Telspace Systems’ main aim is to make your company or organisation as
unattractive to cybercriminals as possible and keeping your sensitive
financial and client data safe.

• Various South African and international government departments
• Banking institutions worldwide
• Telecommunications providers worldwide
• Petroleum and logistics companies
• Mining institutions
• Radio stations and broadcasting companies
• Various airlines worldwide
• South African and international law firms
• Recruitment companies
• Internet service providers

EMPOWERMENT
Telspace Systems is a proud level 2 BBBEE service provider. We also maintain strategic
partnerships with BEE companies, such as Business Connexion Namibia, which allows us
to expand through Africa and service the needs of clients throughout Africa.

SERVICES
ATTACK AND
PENETRATION
TESTING

WEB
APPLICATION
ASSESSMENTS

The objective of this service is to identify
and report on security vulnerabilities on a
wide level to allow the client to close the
issues, raising the level of their security
protection overall. This type of test is done in
one of three ways:

Our manual web application assessments
identify and report on security issues
related to online website applications.
Our assessments make use of hands
on methods (not tools) and typically
we assign one or two security analysts
to new engagements.

FULL DISCLOSURE TEST
(WHITE BOX)
Test is conducted by allowing us complete
access to information about the target that
would otherwise be unavailable to external
intruders, such as target locations, various
network diagrams and source code.

Telspace Systems always recommends
a website assessment prior to the actual
release of the website. This will allow
the client to close serious issues preproduction - it is always better to be
proactive about security, as opposed
to reactive.

PARTIAL DISCLOSURE TESTS
(GREY BOX)

Different types of testing include:

This can be considered a variation
between a full disclosure and a blind test.
Specific information might be disclosed
about target(s), but not to the same level
as a full disclosure test.

BLIND TEST
(BLACK BOX)
A full attempt at simulating an intruder’s
view of the target, and only information that
can be acquired by an actual attacker is
used to conduct the test. This is one of the
most accurate testing methods available.

WHITE BOX TESTING
(CODE REVIEW)
When a White Box assessment method
is chosen by a client, Telspace Systems
reviews each line of code in a specific
web application for various security issues
and bugs. This is a tedious task but is often
necessary to identify any bugs that would
not usually be found when utilising the Black
Box method. The White Box assessment
usually takes a longer period of time than
the Black Box method, however it is usually
more extensive and produces better results.

BLACK BOX TESTING
A more popular method of testing
websites is the Black Box web application
assessment. When clients of Telspace
Systems choose this option, we do not have
access to source code or any information
that assists us in finding out exactly how
that web application is coded.
Essentially we have no insight into how the
web application was designed and how it
functions. This is a more effective “Hackers”
view of the web application and is a shorter
test in general.

VULNERABILITY
ASSESSMENTS
Our daily, weekly or monthly vulnerability
assessments are an extremely cost
effective way to identify and report on
security issues contained in websites,
applications, software and/or devices that
could potentially be subject to exploitation.
This will allow the client to close issues
pre-production – it is always better to be
proactive about security, as opposed
to reactive.

TRAINING
COURSES
Telspace Systems also offers a range of
training courses that have been presented
all around the world as well as locally:
• Ethical Hacking 101
• Wireless Hacking 101
• Web Application Hacking 101
• VOIP Hacking 101
• Social Engineering 101
We also offer tailor made training to suit
a customers needs. Including, customised
training for Sonarqube, SDL and SDLC.

SERVICE-LEVEL
AGREEMENT
This agreement is perfect for those with
smaller IT budgets, or larger corporates
that would like to maintain the work that
was done as part of a larger vulnerability
assessment. A company can utilise
consulting hours or days as required,
in terms of our service portfolio offerings.
This option is done on a month-to-basis
and can include the following services as
per clients’ individual needs:
• Informing companies of new security
trends
• Information and new products available
• Participation in new infrastructure rollout meetings
• Serving as an advisory board for the  
company on security concerns and
issues
• Vulnerability assessments or security
assessments on demand that would
take up consulting hours or days
• Identify and help mitigate risks on an
ongoing basis
• Regular meetings to discuss progress
and concerns.

MOBILE
APPLICATION
ASSESSMENTS
The mobile application assessment
services are in many ways similar to
our web application assessment services,
they are often built on existing web-based
components, therefore mobile applications
are also susceptible to similar security
vulnerabilities.

IT SECURITY
RECRUITMENT
Telspace Systems Recruitment was
founded in 2011 and is a specialised
personnel agency focusing within the
IT Security Industry only.
The special blend of knowledge and
experience in recruitment methodologies
and IT Security sets us apart from the
‘run of the mill’ recruitment agencies.

CRT AND ADVISORY

• We strive to provide only the finest 		
candidates to suit our clients’ staffing
requirements.
• We heavily invest time and resources on
each and every specification we embark
on, taking care to analyse competitors
and relevant client industries.
• We have a thorough understanding of
the IT Security industry.
• We give comfort by ensuring a quick and
efficient process.
• We uphold a ‘high quality’ policy which
is filtered through our recruitment 		
processes.
• Our strict candidate curriculum vitae
(CV) review process ensures we 		
select candidates with the correct 		
competencies and skills in their
relevant field.

Continuous Red Team (CRT) testing with
Advisory Service gives clients a holistic
overview of their level of security by
conducting various assessments on a
wide scope.

Due to our expertise in this niche field,
we are bridging the gap between
employee and candidate as we look
to be synonymous with IT Security
Recruitment.

This includes internal and external
attack and penetration tests, mobile
application assessments, wireless network
assessments and social engineering.
Advisory Services are sometimes paired
with CRT testing to transfer skills to
client’s internal security and IT audit
staff. These assessments are normally
conducted over twelve months.

Should you be looking for top talent or
looking to explore other opportunities,
Telspace Systems Recruitment is the only
place that you can be sure will assist.

The Telspace Systems mobile application
assessments are a manual, hands on
assessment which can be conducted on
applications running operating systems
such as iOS, Android, Blackberry OS &
Windows Mobile.
Telspace will provide your organisation
with insight into how well your applications
protect sensitive information. This would
include various forms of penetration
testing attacks, business logic attacks
and identifying vulnerabilities that can
be addressed before putting the
application into production.

COMPETENCY
AND EXPOSURE

A few of our latest (2008-2017) include:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

BSides Las Vegas 2017 – Speakers
ITWeb Security Summit 2017 – Sponsors, Exhibitors, Speakers, and Trainers
Carte Blanche 2017 – Cyber Tracking Segment
Bsides Cape Town 2016 – Sponsors and Speakers
MyBroadband Conference 2016 – Sponsors and Exhibitors
Geek Girl Dinner 2016 – Speakers
eNCA News 2016 – Interviewees
VOX Internal Conference 2016 – Speakers
Mimecast Internal Conference 2016 – Speakers
ITWeb Security Summit 2016 – Sponsors, Exhibitors, Speakers, and Trainers
Bsides Cape Town 2015 – Sponsors and Speakers
CyberCon 2015 – Speakers, Sponsors and Exhibitors
Cyber Security in Banking 2015 – Speakers
2nd Annual African Cyber Conference (Gaborone, Botswana) 2015 – Speakers
Bsides Manchester 2015 – Attendees
ISSA 2015 – Training Presenters
ITWeb Security Summit 2015 – Speakers, Sponsors and Exhibitors
Limpopo ICT Youth Conference 2015 – Speakers
AlligatorCon 2014, Recife, Brazil – Speakers
Bsides/Passwordscon 2014, Las Vegas, USA – Speakers
Blackhat USA (Las Vegas) 2014
Defcon Las Vegas 2014
ISSA 2014 – Speakers
Bsides Cape Town – Sponsors
ITWeb Security Summit 2014 – Sponsors
ITWeb Security Summit 2013 – Sponsors
Infosec EU (London, UK) – Sponsor
ITWeb Security Summit 2012 – Sponsors
Hacker Halted (Miami, USA) – Invited speakers and trainers
ISSA 2011 – Speakers
Takedowncon (Dallas, USA) – Invited speakers and trainers
ITWeb Security Summit 2011 – Sponsors
ISSA 2010 – Speakers
ITWeb Security Summit 2010 – Sponsors
Hack in the Box 2010 (Dubai) – Speakers and trainers
BTV Live News and BTV Ecrime Interview, addressing Cybercrime in Africa - Interviewee
ITEX 2009 (Gaborone, Botswana) – Keynote Speakers
ITWeb Security Summit 2009 (Johannesburg, South Africa) – Speakers
702 Talk Radio – David O’Sullivan’s show addressing the Government’s R400 million loss
to cybercrime in 2008 – Interviewee
Classic FM – The Internet Economy with Reuben Goldberg – Interviewee
SecTor 2008 (Toronto, Canada) – Speaker and trainer

GIVING BACK
0-DAY
ADVISORIES

CHARITY
INITIATIVES

LEARNERSHIPS
& INTERNSHIPS

Telspace Systems also regularly
releases brand new (0day) IT security
advisories as part of the “give back
to open source” scheme. This is IT
security innovation at its best. A few of
our releases include:

At ITWeb’s Security Summit in 2008,
Telspace Systems was involved in Johnny
Long’s Hackers for Charity initiative.
Not only did Telspace raise awareness
about the charity, but it donated a
sizable contribution to Long’s cause.

Telspace Systems has in the past
been involved with students through
learnerships (Torque IQ), aiding them
to prepare for the corporate world,
giving them business insight,
and helping them gain a headstart
on other learners.

• Serious vulnerabilities in Article
Dashboard
• Serious vulnerabilities in Iware    
Professional
• Various commercial software flaws
found by Telspace Systems Research
• ActiveX component vulnerabilities
• Various vulnerabilities found in retail
off-the-shelf devices.

Telspace Systems continues to work
with local and international charities
where possible. Telspace Systems is
also dedicated to giving back to local
communities in South Africa and we
regularly attend charity gala’s where
we donate to several charities.

All of our research and releases are coordinated with the vendor and are part
of a responsible disclosure effort.

Telspace Systems also has an active
internship programme which facilitates
growth for those wanting to get involved
in the information security sector.

SPONSORSHIPS
Telspace is proud to be a sponsor of
BSides Cape Town, which is an annual
Information / Security conference.
A volunteer organised event, put on
by and for the community.
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